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Abstract

With technological advancements, financial exploitation tactics have expanded into the online realm.
Older adults may be particularly susceptible to online scams due to age- and Alzheimer’s Disease-
related changes in cognition. In this study, 182 adults ranging from 18-90 years underwent cognitive
assessment, genotyping for apolipoprotein E e4 (APOE4), and completed the lab-based Short
Phishing Email Suspicion Test (S-PEST) as well as the real-life PHishing Internet Task (PHIT).
Across both paradigms, older age predicted heightened susceptibility to phishing, with this enhanced
susceptibility pronounced among older APOE4 allele carriers with lower working memory.
Additionally, performance in both phishing tasks was correlated, in that reduced ability to
discriminate between phishing and safe emails in S-PEST predicted greater phishing susceptibility in
PHIT. The current study introduces S-PEST as an easy-to-administer, ecologically valid tool for
assessing phishing susceptibility and identifies older age, APOE4, and lower cognition as risk factors
of phishing vulnerability.



Introduction

Financial fraud represents one of the most common forms of elder maltreatment*-°. While people
from any age group can be targeted by scammers, losses from fraud are not uniform across age
groups, with greater monetary losses experienced by older adults’. According to the Federal Bureau
of Investigation (FBI), in 2021 there were 92,371 older victims of fraud resulting in $1.7 billion in
losses, which was a 74% increase in losses compared to 20208. Financial losses due to exploitation
can have devastating effects on health and independence of older adults®22,

Despite accumulation of world knowledge and life experience with age, older adults significantly
decline in fluid cognition, i.e., the ability to process and integrate information and solve problems?*4,
resulting in reduced decision-making capacity!>® and greater susceptibility to deception?*’. For
example, declines in episodic memory, processing speed, and working memory were associated
with greater self-reported scam susceptibility among older adults®®. Similarly, a recent study reported
that reduced conscious deliberation measured via executive functioning ability was associated with
lower deception detection in older adults, with the strongest associations observed in individuals 80
years and over?®. In addition, reduced sensitivity to negative arousal cues likely underlies poorer
deception detection with age. For example, relative to young adults, older adults showed diminished
activity in the anterior insula and caudate when anticipating monetary losses (vs. gains)® and were
more trusting to negative cues of trustworthiness such as untrustworthy faces?-2® and fake news?*,
Furthermore, age-related increased vulnerability to deception is also associated with neurobiological
changes with age!?2526, For example, relative to age-matched controls who avoided exploitation,
financially exploited older adults showed cortical thinning in the anterior insula, a brain region
implicated in integrating emotionally-valenced internal and external stimuli?’. Exploited older adults
also showed decreased functional coupling within the default network and increased functional
coupling between brain networks?8, two hallmark patterns of age-related brain changes?,

Alzheimer’s Disease (AD) further exacerbates the risk for financial exploitation in aging. Cross-
sectional and longitudinal evidence support that relative to age-matched controls, older adults with
mild cognitive impairment (MCI) and AD experience declines in financial capacity?®*, lower scam
awareness®!, and greater self-reported scam susceptibility®2. Furthermore, declines in fluid cognition,
reduced volume in brain structure related to AD pathology (e.g., medial prefrontal cortex, lateral
parietal regions), and greater B-amyloid burden contributed to scam susceptibility in older individuals
with MCI and AD?*-32, However, to date, less is known about susceptibility to scams among generally
healthy older adults at risk for developing AD, despite evidence that AD risk factors impact cognition
and brain aging in the absence of overt AD symptoms?333, In particular, presence of the
apolipoprotein E e4 (APOE4) allele is a robust AD risk factor®3¢ that can be studied more readily
than other risk factors (e.g., amyloid and/or tau pathology) and is linked to poorer cognition as well
as pathological brain changes®—°. For example, the presence of the APOE4 risk allele has been
associated with reduced volume in the medial temporal lobe*°, a region associated with scam
vulnerability among older adults?632, Therefore, being a carrier of APOE4 may constitute an AD risk
factor associated with greater deception vulnerability, even before emergence of the clinical
syndrome.

The rapid shift to a digital world confronts the aging individual with drastically new contexts and
risks?. Email phishing, for example, has become a popular deception tool with immense costs to the



individual and society. According to the FBI, phishing was among the most highly reported internet
scams, with 300,497 victims reporting over $52 million in losses®. Importantly, phishing emails are
among the most common methods of contact used by fraudsters targeting older adults’. While older
adults (65 years and over) constitute only about 16.8% of the US population*, they often hold
positions of power in organizations and politics, have retirement savings accumulated over the
course of their life, and make important financial and health-related decisions. Therefore, online
deception via phishing emails of these individuals can result in negative consequences with broad
societal impact and there is an urgent need to identify risk factors underlying phishing email
detection.

Due to growing risks online and associated costs of online deception in aging, there has been an
increased attention on the investigation of age-related changes in susceptibility to phishing emails.
To this end, previous studies have conducted naturalistic field experiments, in which phishing
susceptibility was measured by sending simulated phishing emails to participants without their
knowledge, and consistently reported an age-related increase in vulnerability to phishing
emails!”4243_ Other studies which measured phishing detection performance by focusing on lab-
based assessments under different task contexts, however, reported more mixed findings regarding
age effects. For instance, one study asked participants to rate the suspiciousness of phishing and
safe emails and found reduced discrimination ability between phishing and safe emails with
increasing age*. In contrast, Sarno et al.* required participants to classify emails as “legitimate” or
“phish” and reported greater detection of phishing emails with age. Similarly, a study which had
participants browse safe and phishing websites to see whether or not they divulge sensitive
information found that young adults were more vulnerable to phishing than older adults*. To resolve
this mixed pattern of findings across paradigms and contexts, there is a critical need for unifying lab-
based assessment with assessment of actual behavior “in the wild” toward the development of
ecologically valid measures of phishing susceptibility in aging. Further, while there is emerging
evidence that declines in memory functioning may drive age-related increase in susceptibility to
email phishing!’, current knowledge regarding factors that contribute to age effects in phishing email
detection is still very limited.

As part of a larger project on aging and deception (see also Heemskerk et al.*"), the present study
leveraged the newly developed PHishing Internet Task (PHIT; Figure 1A; adapted from Lin et al.*?
and Oliveira et al.*®) to assess behavior-based real-life susceptibility to phishing. This task was
conducted out of the participants’ homes where they received simulated phishing emails
unbeknownst to them (Figure 1B for sample email) over a 30-day period (2 emails per day). Our
infrastructure recorded whether participants opened the emails, clicked on the links embedded in the
emails, and submitted any information on the landing pages that accompanied the emails.
Participants also completed the short version of the Phishing Email Suspicion Test (S-PEST,;
adapted from Hakim et al.*® and Grilli et al.*%), a lab-based phishing task that contains 40 emails (20
safe, 20 phishing). In this task, participants are asked to rate each email on its suspiciousness using
a four-point scale that ranges from “definitely safe” to “definitely suspicious” (Figure 1C).
Furthermore, we assessed each participants’ cognitive functioning using a test battery which
involved measures of semantic and episodic memory, working memory, speed of processing, verbal
fluency, reasoning, and task switching®-°2. AD risk status was determined based on genotyping for
APOEA4 using self-collected dried blood samples (see Methods for details of procedures).
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Figure 1. Phishing Email Detection Paradigms. (A) PHishing Internet Task (PHIT): Unbeknownst
to them, participants received 60 simulated phishing emails over 30 days (2 emails per day) in their
personal email inbox and the PHIT infrastructure recorded participants’ interactions with these
emails (i.e., number of emails opened, number of email links clicked, and whether a participant
submitted content on the landing page). (B) Sample of phishing email in PHIT, which each were
personalized (using participant’s first name). (C) Short Phishing Email Suspicion Test (S-PEST):
Schematic of the display seen by participants to rate each of 40 emails (20 phishing and 20 safe,
presented one at a time, in randomized order) on suspiciousness using a four-point scale from
“definitely safe” to “definitely suspicious”. The email displayed is a phishing email.

Our study investigated whether and how age, AD genetic risk, and cognitive status contributed to
increased susceptibility to email phishing. Critically, we used both lab-based and real-life phishing
tasks, towards the validation of a novel, easy-to-administer paradigm (S-PEST) with excellent
potential for translation to clinical settings. We hypothesized that phishing email detection would
decline with older age, both in the lab and in real life; older age, APOE4 positive status, and lower
cognitive functioning would compound phishing susceptibility; and these findings would replicate
from the lab to real-life phishing contexts.



Results

Participants

The sample for this analysis comprised 182 adults from a wide age range (18-90 years). Table 1
presents sample demographics. All participants were in good health, with no history of an unstable
medical illness (e.g., metastatic cancer) or primary degenerative neurological disorders (e.g.,
traumatic brain injury, AD). The Telephone Interview for Cognitive Status (TICS; Brandt et al., 1988)
was used to screen for baseline cognitive functioning among individuals over 55 years and all
participants had normal cognitive functioning (TICS score range = 29-41, M= 35.5, SD = 2.54). The
sample comprised 46 individuals (25%; Mage= 42 years; 82% female) with at least one copy of the
APOEA4 allele (i.e., €2/e4, €3/e4, or €4/¢4) and 136 individuals (75%; Mage= 48 years; 77% female)
without an APOE4 allele (i.e., €2/€2, £2/€3, or €3/€3). This distribution aligns with previous reports®>*,

Table 1. Sample Description

Participants (N = 182)
Mean/% (SD)

Age (in years) 46.53 (22.62)
Education (in years) 15.8 (2.94)
Gender (female) 78.02%
Race
White 75.96%
Black/African 8.46%
Asian 7.79%
Other 7.79%
Married / In a Relationship (yes) 48.13%
Living Alone (yes) 33.76%
Employed (yes) 42.14%
Income
Less than $24,999 35.00%
Between $25,000 and $99,999 43.75%
Greater than $100,000 21.25%
Computer Literacy Score 0.95 (0.09)
APOE Allelic Frequency
€2¢2 0.55%
€23 14.83%
€2¢e4 1.65%
€3e3 58.24%
€3¢4 23.08%
eded 1.65%

Note. Three participants had missing data on years of education; one participant on race; four
participants on marital status; six participants on living condition; four participants on employment
status; and three participants on income. Computer Literacy was measured via a test of knowledge
of symbols and terms related to computers and other electronic equipment

(higher scores reflect greater computer literacy). SD = Standard Deviation.



Older age, APOE4 positive status, and lower cognitive functioning predicted worse phishing
detection

We conducted separate regression models for S-PEST and PHIT, with chronological age, APOE4
status (APOE4 carriers vs. non-carriers), and cognition scores (i.e., semantic memory, episodic
memory, working memory, speed of processing, verbal fluency, reasoning, and task switching) as
predictors, while controlling for participant sex, years of education, income, marital status, and
computer literacy to account for differences in computer knowledge. S-PEST was scored using
standard signal detection theory to compute discrimination ability**, with higher scores indicating a
participant’s greater ability to discriminate between phishing and safe emails. Susceptibility in PHIT
was computed as the sum of the actions (i.e., opening, clicking, submitting information) taken at
least once, with higher scores indicating a participant’s greater susceptibility to phishing emails in
real life. See Methods for details on scoring and statistical modeling.

Our models revealed a main effect of chronological age on phishing detection performance both in
the lab and in real life. In particular, the ability to discriminate between phishing and safe emails in S-
PEST declined with age (B =-0.008, t = -3.83, p < 0.001, 95% CI =[-0.012, -0.004]; Figure 2A) and
older age was associated with greater susceptibility to phishing emails in PHIT (B = 0.027, z = 3.12,
p = 0.002, 95% CI =[0.010, 0.045]; Figure 2B).
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Figure 2. Older age impaired email phishing detection. Greater chronological age was
associated with both (A) lower discrimination between phishing and safe emails in S-PEST and (B)
greater susceptibility to phishing emails in PHIT. Each dot corresponds to a participant (jittered for
visualization). Shaded areas around the regression lines reflect the 95% confidence interval. Higher
scores in S-PEST indicate greater lab-based discrimination ability between phishing and safe emails.
Higher scores in PHIT indicate greater real-life email phishing susceptibility.



Further, the interaction between chronological age, APOE4 status, and cognitive functioning was
also significant (S-PEST: B = 0.008, t = 2.12, p = 0.036, 95% CI =[0.001, 0.016]; PHIT: B =-0.035, z
=-2.03, p =0.042, 95% CI = [-0.069, -0.001]). To interpret this three-way interaction, we compared
the effects of age and cognitive functioning on S-PEST and PHIT separately for APOE4 carriers vs.
non-carriers. For S-PEST, older age and lower working memory (measured via Digit Span
Backwards; Tun & Lachman, 2006) predicted reduced discrimination performance between phishing
and safe emails in the lab, with this effect, however, only present among APOE4 carriers (B = 0.009,
t=2.34, p =0.027, 95% CI = [0.001, 0.018]; Figure 3A) but not APOE4 non-carriers (B =-0.001, t =
0.22, p =0.830, 95% CI =[-0.002, 0.003]; Figure 3B). A comparable effect was observed for PHIT, in
that older age and lower working memory (measured via Digit Span Backwards; Tun & Lachman,
2006) predicted increased susceptibility to phishing emails in real life, with this effect again present
among APOE4 carriers (B =0.041, z = 2.05, p = 0.040, 95% CI = [0.002, 0.078]; Figure 3C) but not
APOE4 non-carriers (B =0.001, z = 0.13, p = 0.894, 95% CI = [-0.009, 0.010]; Figure 3D). No other
effects were significant at p < .050.



IN-THE-LAB
(A) APOE4+ (B) APOE4-
[}
21 \
(8]
(/2]
-
n
E \
0
18 30 42 54 66 78 90 18 30 42 54 66 78 90
Chronological Age
IN-REAL-LIFE
(C) APOE4+ (D) APOE4-

3-

'

S 21

n

=

I 1- N /
o

0-

18 30 42 54 66 78 90 18 30 42 54 66 78 90
Chronological Age

] Low wm [—| Medium wm |—]| High wm

Figure 3. Older age, APOE4 positive status, and lower cognitive functioning were related to
reduced email phishing detection. Older APOE4 carriers with lower working memory (WM)
showed both (A) lower discrimination between phishing and safe emails in S-PEST and (C) greater
susceptibility to phishing emails in PHIT. Age did not interact with cognitive status to predict phishing
detection neither (B) in the lab nor (D) in real life among non-carriers of the APOE4 allele. Shaded
areas around the regression lines reflect the 95% confidence interval. Cognition scores were
submitted as continuous variables in the analysis but are categorized for plotting purposes; medium
WM indicates the mean residual WM score in the current sample while low and high levels indicate 1
SD below and above the mean residual WM score, respectively. Higher scores in S-PEST indicate
greater lab-based discrimination ability between phishing and safe emails. Higher scores in PHIT
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indicate greater real-life email phishing susceptibility. APOE4+/- = Apolipoprotein E e4 Carriers/Non-
carriers.

Reduced email phishing detection in the lab was related to increased email phishing
susceptibility in real life

Performance in S-PEST and PHIT was significantly related (r (175) = -.21, p = .006), suggesting that
participants with lower discrimination ability between phishing and safe emails as measured in the
lab-based S-PEST were more likely to fall for phishing emails in the real-life PHIT.

Discussion

Increased internet use has resulted in online deception tactics like email phishing to become a major
public health concern, leading to dramatic financial (e.g., fraud and exploitation’) and psychological
(e.g., depression and suicide®!! consequences, with particular risks among aging individuals?3,
While prior work has reported an age-related increase in vulnerability to phishing emails®’42-44,
results are currently mixed with some studies providing evidence for greater phishing detection with
age*463¢_Using for the first time the lab-based S-PEST in combination with the real-life PHIT, we
observed an age-related decline in phishing email detection ability across both assessment contexts.
Further, informing individualized risk profiles, our findings demonstrate that lower cognition combined
with higher genetic risk for developing AD contribute to greater phishing susceptibility in aging. In
particular, reduced phishing detection was specifically pronounced among older individuals who
were carriers of the APOE4 risk allele and with lower working memory. This finding aligns with
previous research which suggests that decision-making under risk and ambiguity tends to impair
early in the progression of AD, with this impairment of decision-making capacity exacerbated by
deficits observed in basic cognitive functioning®’.

Interestingly, our results highlight working memory as the main construct influencing phishing
vulnerability among older APOE4 carriers given that none of the other measures, which tapped into
different cognitive processes (e.g., reasoning, processing speed, semantic and episodic memory),
predicted phishing email detection. Working memory represents a series of operations such as
active maintenance of goals and manipulation of task-relevant information®®°° that are domain
general and common to other cognitive functions®¢!, Importantly, working memory is among early
cognitive impairments in healthy aging that reliably predict the progression from MCI to AD even in
absence of deficits in episodic memory®2¢3, Thus, although speculative, it is possible that declines in
working memory have a greater impact on phishing and other forms of deception detection among
older adults who are in the early stages of AD pathology, which APOE4 carriers are at higher risk to
develop. Meta-analytical evidence demonstrated that cognitive training that targets working memory
processes results in reliable improvements on the trained task as well as shows near- and far-
transfer tasks®. Thus, future intervention on reducing deception risk in aging could entail working
memory training among older individuals who carry an APOE4 allele.

As touched on earlier, past measurement of phishing susceptibility involved diverse methodological
approaches, ranging from lab-based assessments across task contexts (e.g., web browsing?;
roleplaying a person checking their emails®®; email classification*®) to naturalistic field experiments
(e.g., sending simulated phishing emails to participants’ email addresses!’*>43, Going beyond this
previous research, the current study established ecological validity of S-PEST as an in-lab measure
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by showing an association between S-PEST and PHIT performance, whereby people who perform
poorly on S-PEST were more susceptible to real-life phishing. This finding complements our
previous work in which we found that emails that were rated more suspicious in the lab were more
likely to phish people in the real world using a separate group of participants*®. Moving forward, item
response theory will allow refining S-PEST by identifying items that are most sensitive at detecting
online deception and exploitation risk toward launching the application of S-PEST as a short, easy-
to-administer diagnostic assessment tool in clinic and practice.

While the current study sheds light on risk profiles associated with vulnerability to email phishing, it is
limited in scope of investigation. Future work should consider both breadth (coverage) and depth
(specificity) of analysis to better delineate a diverse set of interindividual and contextual factors
contributing to deception risk and design of interventions. For instance, to expand the breadth of
investigation, future research could extend our investigation into socioemotional functioning domains
by considering variables such as depression and social isolation among older adults can exacerbate
deception risk®®. In this context, future work will benefit from integration of neural (e.g., structural
and functional markers of brain health) and physiological (e.g., measures of interoceptive
awareness?*’) data that lend themselves to develop training interventions (e.g., training of
interoceptive awareness®’; neurofeedback training®). Also, the current study focused only on email
phishing and was, therefore, limited in its coverage of conditions under which deception takes place.
That is, deception occurs pervasively across many contexts including other online platforms (e.g.,
fraudulent text messages, phone calls, social media posts) and face-to-face personal interaction.
Along these lines, it is currently unknown whether the S-PEST is predictive of susceptibility to
deception in other deceptive contexts, which presents an interesting avenue for future investigation.
Further, our approach is limited in that APOE4 positive status represents only one genetic indicator
of AD risk; future studies could benefit from obtaining genome-wide polygenic risk scores and
additional biomarkers such as amyloid-B, tau protein levels, and blood-based biomarkers (e.g., ratio
of amyloid-8 peptides: AB42/AB40, levels of phosphorylated tau isoforms) to enhance the depth of
investigation on cognitive disease-related risk profiles and deception. Lastly, the current study
adopted a cross-sectional design with a primarily non-Hispanic White, well-educated, and largely
female sample, and results will need to be confirmed via longitudinal or cross-sequential design
including individuals from diverse backgrounds, to allow dissociation of age from cohort effects in a
more representative adult lifespan sample for broader generalizability of findings.

In conclusion, our work provides crucial insights into mechanisms of online deception risk towards
informing public health efforts for reducing financial exploitation risk and optimizing prevention
solutions among older adults. Results from this study importantly advances understanding of the role
of older age, presence of the APOE4 allele, and lower working memory as risk factors that contribute
to fraud and exploitation in cyberspace. Also, integrating in-lab and real-life measures of phishing
susceptibility, our work provides a crucial first step in the development of easy-to-administer,
ecologically valid assessment tools for deception detection, including those at particular risk for
neurodegenerative disease. Finally, current training and warning solutions for online scams and
threats operate under the implicit assumption that one-size-fits-all. However, our work suggests that
this is not the case and that rather an individualized approach is warranted to assist the particularly
vulnerable aging individual when navigating online.

Methods
Study Overview and Recruitment
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This paper reports findings from a larger project on susceptibility to deception in aging (see
Supplementary Figure S1 for an overview of the larger project). All procedures were approved by the
university’s Institutional Review Board (Protocol #: IRB201801057) and all participants provided
written informed consent. Participants were recruited from the community in North Central Florida via
university participant registries, senior citizen facilities, Researchmatch, and word of mouth.
Participants were eligible for the study if they were between 18-100 years old, able and willing to
provide informed consent, English-speaking, on a stable regimen of medications, had at least an 8™
grade education, and had access to a personal email account they used regularly.

As depicted in the Supplementary Figure S1, data analyzed in the paper comprised the following
components of the larger project: (i) a screening session which involved obtaining informed written
consent, determining overall health and cognitive status (via TICS®°), and collection of demographic
information; (ii) a 30-day at-home portion during which participants completed three online
guestionnaire packages (from which the computer literacy scale, adapted from Sengpiel and
Dittberner®®, was included in this paper) and received, unbeknownst to them, two simulated phishing
emails each day to their personal email account as part of PHIT; (iii) a follow-up in-lab session in
which participants completed S-PEST, a series of cognitive functioning measures®*->2, and provided
dried-blood samples to determine the APOE4 allele status. Participants were debriefed and
compensated with up to $430 upon study completion.

Measures

This paper analyzed data from (i) two phishing paradigms (PHIT and S-PEST) to determine email
phishing detection ability, (ii) cognitive functioning measures, and (iii) dried-blood sampling for
APOE4 genotyping. Below, each of these measures are described in more detail.

Phishing Email Paradigms

PHIT. PHIT (Figure 1A) comprised 120 simulated phishing emails created by our research team.
Each email contained a subject line and was personalized by using the participant’s first name. The
body of each email comprised HTML elements and images related to the email content along with a
link that directed participants to an accompanying landing page, also created by our research team
and that contained fields requesting submission of information (e.g., email, phone number).

Each participant was sent a subset of 60 emails (2 emails per day over 30 days; see Figure 1B for a
sample email). Emails were pseudo-randomly sampled from a larger pool of emails following a
counterbalancing scheme that ensured equal numbers of emails from impersonated vs. fictitious
companies/entities and leveraging weapons of influence (Authority, Scarcity, Social Proof,
Liking/Kindness, Reciprocity, Commitment)’ to ensure a diverse set of emails The first of each day’s
two emails was sent in the morning (at random between 8 am and 11:55 am), the second around
late afternoon (at random between 3 pm and 9:55 pm); with these times chosen to mimic typical
work and leisure times.

The PHIT infrastructure was hosted on three Amazon EC2 virtual servers (i.e., instances;
https://aws.amazon.com/ec2/), with one domain per server. Servers and domains were configured
with standard IT protocols (e.g., SSH, SPF, DMARC) to secure participant data and prevent them
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from being used by malicious agents. Sender addresses were randomly determined to be
impersonated (e.g., google@domain.com) or fictitious (e.g., marylou@domain.com) at the time of
scheduling emails for send-out. Each server contained a different set of fictitious sender addresses
to introduce variability to spam filters (e.g., in gmail, hotmail); and throughout the duration of the
project, servers were periodically refreshed with new domains and new sender addresses to improve
deliverability, mitigate spam filtering, and keep a good sending reputation. Email send-outs were
scheduled separately for each participant via the open-source phishing framework Gophish
(https://getgophish.com/) and sent through mail server IPs provided by the third-party service
Mailgun (https://www.mailgun.com/). Responses were recorded separately for each participant via
the Gophish listener, which used the SQLite database to store (i) email opens, (i) email link clicks,
and (iii) submission of information on the landing pages, which was captured via text entry data.
Responses captured by the Gophish listener were coded based on whether the participant opened
at least one email (0 = no; 1 = yes); clicked on at least one email (0 = no; 1 = yes); and submitted
information on the landing page at least once (0 = no; 1 = yes). Susceptibility in PHIT was computed
as the sum of these actions taken at least once by a participant and ranged from 0-3, with higher
scores indicating a participant’s greater susceptibility to phishing emails in real life (i.e., lower
phishing email detection).

S-PEST. S-PEST (Figure 1C) contained 40 emails sampled from the original Phishing Email
Suspicion Test (PEST)*. To assure a diverse set, emails varied in legitimacy (safe vs. phishing),
source (real vs. simulated), and whether a link was embedded in the email body or whether the
email contained an attachment.

Participants received written task instructions and two practice trials. In particular, participants were
informed that they would see a series of emails as in a regular email inbox, with some of these
emails phishing and some safe messages. Participants were asked to categorize each email via
keyboard press regarding the level of suspiciousness on a four-point scale from 1 = definitely safe to
4 = definitely suspicious. Email presentation order was randomized, and each email was presented
for 120 seconds during which participants were instructed to give their response. At the end of the
task, participants received an individualized score based on their task accuracy. S-PEST was coded
in PsychoPy™ and presented via Pavlovia (https://github.com/zmhakim/s-pest). Total duration of the
task was about 10 minutes.

S-PEST was scored using standard signal detection theory to compute discrimination ability (i.e., d-
prime denoted as d’). Phishing emails were considered as “signal present”, and correct responses of
“definitely suspicious” or “possibly suspicious” for phishing emails reflected hits whereas incorrect
responses of “definitely safe” or “possibly safe” reflected misses. For safe emails, responses of
“definitely safe” or “possibly safe” reflected correct rejections whereas responses of “definitely
suspicious” or “possibly suspicious” reflected false alarms. Using the formula d' = z(H) - z(F), d' was
calculated for each participant across all emails, with higher d’ indicating a participant’s greater
ability to discriminate between phishing and safe emails (i.e., greater phishing email detection).

Cognitive Functioning Measures
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Automated Operation Span (OSPAN) Task. The automated OSPAN®? is a computerized version of
the original OSPAN’2, measuring working memory capacity. The task requires participants to solve a
series of math operations while trying to remember, in order, a series of unrelated letters. In
particular, participants are first shown a simple math problem (e.g., (1 * 2) + 1 = ?). Participants click
on the screen to move on as soon as they solve the problem. Next, a number appears on the screen
(e.g., 3) and participants indicate whether the number represents the correct answer to the math
problem. This is then followed by a single, unrelated letter (e.g., P) presented for 800 ms. After
completing a block of trials (ranging from 3-7), participants are shown a 3 x 4 grid of letters and
instructed to select the letters they have seen before, in the order they were presented, followed by
feedback regarding their performance (correct math problems solved as well as correct letters
recalled) for 2000 ms before the next block starts. The automated OSPAN has both good internal
consistency (alpha = .78) and test-retest reliability (r = .83) and takes approximately 20-25 minutes.
For analysis, we used the absolute automated OSPAN score, reflecting the sum of all trials in which
all letters were recalled in the correct serial order.

Brief Test of Adult Cognition by Telephone (BTACT). The BTACT®! contains seven subscales
that assess key aspects of cognition. Episodic memory is measured with Word List Immediate Recall
and Word List Delayed Recall subscales, which involve immediate recall and delayed retrieval of a
list of 15 words. The memory composite score reflects the average of z-scores for the two subscales
standardized to z-score (DeBlasio et al., 2021). Working memory is measured with the Digit Span
Backwards subscale in which strings of numbers are repeated in reverse order and the length of the
strings of numbers increased with each correct repetition (ranging from 2-8 digits). The Backward
Digit Span is scored from 0-8 corresponding to the longest set of digits correctly repeated
backwards. Verbal fluency is measured by the Category Fluency subscale in which participants list
as many items as they could remember belonging to a particular category (i.e., “animals”) in 60
seconds. The score reflects the total number of unique animals listed. Task-switching ability is
measured by the Stop and Go Switch Task. On No-switch trials, participants are required to quickly
respond with “go” or “stop” when the experimenter reads the words “green” or “red”, respectively. On
Switch trials, participants are required to respond “stop” or “go” when the experimenter reads the
words “green” or “red”, respectively. The task includes 18 No-switch and 14 Switch trials, and the
score is derived from the total number of correct responses (0-32). Inductive reasoning is assessed
with the Number Series subscale, in which participants read a brief series of numbers and are
instructed to identify the next number in the pattern. The score reflects the total number of correct
answers (0-5). Speed of processing is assessed with the Backward Counting subscale in which
participants verbally count backwards beginning at 100 for 30 seconds. The score reflects the total
number of correct numbers listed. The subscales were completed in the following order for all
participants: 1) Word List Immediate Recall; 2) Digit Span Backward; 3) Category Fluency; 4) Stop
and Go Switch Task; 5) Number Series; 6) Backwards Counting; 7) Word List Delayed Recall. The
task takes approximately 20 minutes to complete.

Quantity-Accuracy Profile (QAP). The QAP is a 60-item multiple-choice, general knowledge
guestionnaire that measures semantic memory functioning. The updated English version (Hebscher
et al., 2015) includes questions such as “In biology, what is the process by which carbon dioxide is
converted to sugar in plants?” and “What is the capital city of Argentina?”. The task includes a
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forced-report and a free-report phase. In the forced-report phase, participants are required to select
one of five potential answers for each question and rate their confidence in the accuracy of their
answer on a scale ranging from 20% to 100%. In the free-report phase, participants are shown the
same questions and their corresponding answers, but not their confidence ratings, and are given the
choice to report or not report their response. The semantic memory score computed in the current
study reflected the free-report accuracy which was the number of correct answers divided by the
total number answers reported in the free-report phase.

Blood Sampling for APOE Genotyping

Participants provided dried blood spots which were self-collected under the supervision of a trained
research assistant. Briefly, a participant cleaned their hands with soap and water, selected a finger
to use for blood spot donation, and wiped the tip of the selected finger with an isopropy! alcohol pad.
After a brief period of air drying, the selected finger was warmed for approximately one minute.
Blood was collected via lancet puncture of the finger pad capillary bed on either side of the center of
the selected finger. The first drop of blood was wiped away with sterile gauze and discarded. The
next drop of blood (~30pl) was deposited directly onto the tip of a Mitra microsampler device
(Neoteryx, Torrance, CA) and allowed to air dry completely at room temperature for a minimum of
three hours. DNA was isolated from the Mitra device using the Maxwell RSC instrument (Promega,
Madison, WI) according to the manufacturer’s instructions in the customized Product Application
Note (RSC FFPE Plus DNA Kit; Catalog #AS1720; Application Note “Automated DNA Purification
from Blood on a Mitra Microsampler”). Purified DNA was quantitated via Nanodrop (Thermo Fisher
Scientific, Waltham, MA) and 18 ng of DNA was used to determine APOE genotypes (at SNPS
rs429358 and rs7412) via TagMan chemistry (Thermo Fisher Scientific) using Fast Advanced Master
Mix and assay IDs C__ 3084793 20and C__ 904973 10 according to manufacturer’s
suggestions on the Quantstudio 6 Flex instrument (Thermo Fisher Scientific). All experimental
samples were genotyped in parallel with sequence-confirmed control samples representing the six
common APOE genotypes to aid in cluster anchoring during genotype calling. All genotype calls
were derived from the automated calling algorithm in the QuantStudio Real Time PCR Software
(Thermo Fisher Scientific).

Statistical Modeling

Statistical analyses were conducted using regression models separately for S-PEST and PHIT.
Specifically, for the continuous outcome variable from S-PEST (d' scores), we conducted multiple
linear regression models; for the ordinal outcome variable from PHIT (susceptibility score), we
conducted ordinal logistic regression models. All regression models included the main effect of
chronological age (continuous), and its interaction with APOE4 status (0 = APOE4 non-carriers, 1 =
APOEA4 carriers) and cognitive functioning scores (continuous) as well as the main effects of each of
these moderators. To control for multicollinearity between cognition scores and chronological age,
we removed the covariance with age for each of the scores and used the unstandardized residuals
as predictors in the regression analyses. Participant sex, years of education, income, marital status,
and computer literacy scores were added as covariates in all models. All analyses were conducted
using R version 4.1.2 (The R Foundation) and figures were produced using the ggplot2 and sjPlot
packages in R.



16

References

1. Amstadter, A. B. et al. Prevalence and Correlates of Elder Mistreatment in South Carolina: The
South Carolina Elder Mistreatment Study. J Interpers Violence 26, 2947-2972 (2011).

2. Burnes, D., Pillemer, K., Rosen, T., Lachs, M. S. & McDonald, L. Elder abuse prevalence and risk
factors: findings from the Canadian Longitudinal Study on Aging. Nat Aging 2, 784—795 (2022).

3. DelLiema, M. Elder Fraud and Financial Exploitation: Application of Routine Activity Theory. The
Gerontologist 58, 706—718 (2018).

4. Peterson, J. C. et al. Financial Exploitation of Older Adults: A Population-Based Prevalence
Study. J GEN INTERN MED 29, 1615-1623 (2014).

5. Weissberger, G. H. et al. Physical and mental health correlates of perceived financial exploitation
in older adults: Preliminary findings from the Finance, Cognition, and Health in Elders Study
(FINCHES). Aging & Mental Health 24, 740-746 (2020).

6. Wood, S. & Lichtenberg, P. A. Financial Capacity and Financial Exploitation of Older Adults:
Research Findings, Policy Recommendations and Clinical Implications. Clinical Gerontologist 40,
3-13 (2017).

7. Consumer Sentinel Network Report.
https://www.ftc.gov/system/files/documents/reports/consumer-sentinel-network-data-book-
2020/csn_annual_data_book 2020.pdf (2021).

8. Federal Bureau of Investigation.
https://www.ic3.gov/Media/PDF/AnnualReport/2022_IC3Report.pdf (2022).

9. Button, M., Lewis, C. & Tapley, J. Not a victimless crime: The impact of fraud on individual victims
and their families. Secur J 27, 36-54 (2014).

10. Carr, J. Inside cyber warfare: Mapping the cyber underworld. ( O’'Reilly Media, Inc., 2012).

11. Dong, X. & Simon, M. A. Elder Abuse as a Risk Factor for Hospitalization in Older Persons.
JAMA Internal Medicine 173, 911-917 (2013).

12. Ebner, N. C., Pehlivanoglu, D., Polk, R., Turner, G. R. & Spreng, R. N. Aging online: Rethinking
the aging decision-maker in a digital era. in A Fresh Look at Fraud (Routledge, 2022).

13. Spreng, R. N., Ebner, N. C., Levin, B. E. & Turner, G. R. Aging and Financial Exploitation Risk. in
Aging and Money: Reducing Risk of Financial Exploitation and Protecting Financial Resources
(ed. Factora, R. M.) 5573 (Springer International Publishing, 2021).

14. Park, D. C. et al. Models of visuospatial and verbal memory across the adult life span.
Psychology and Aging 17, 299-320 (2002).

15. Agarwal, S., Driscoll, J. C., Gabaix, X. & Laibson, D. The Age of Reason: Financial Decisions
over the Life Cycle and Implications for Regulation. Brookings Papers on Economic Activity 2009,
51-101 (2009).



17

16. Samanez-Larkin, G. R. & Knutson, B. Decision making in the ageing brain: changes in affective
and motivational circuits. Nat Rev Neurosci 16, 278—-289 (2015).

17. Ebner, N. C. et al. Uncovering Susceptibility Risk to Online Deception in Aging. J Gerontol B
Psychol Sci Soc Sci 75, 522-533 (2020).

18. James, B. D., Boyle, P. A. & Bennett, D. A. Correlates of susceptibility to scams in older adults
without dementia. Journal of elder abuse & neglect 26, 107-122 (2014).

19. Calso, C., Besnard, J. & Allain, P. Study of the theory of mind in normal aging: focus on the
deception detection and its links with other cognitive functions. Aging, Neuropsychology, and
Cognition 27, 430-452 (2020).

20. Samanez-Larkin, G. R., Hollon, N. G., Carstensen, L. L. & Knutson, B. Individual Differences in
Insular Sensitivity During Loss Anticipation Predict Avoidance Learning. Psychol Sci 19, 320-323
(2008).

21. Bailey, P. E. & Leon, T. A systematic review and meta-analysis of age-related differences in
trust. Psychology and Aging 34, 674—685 (2019).

22. Castle, E. et al. Neural and behavioral bases of age differences in perceptions of trust.
Proceedings of the National Academy of Sciences 109, 20848—20852 (2012).

23. Lin, T. et al. Age-Related Differences in Amygdala Activation Associated With Face
Trustworthiness but No Evidence of Oxytocin Modulation. Front Psychol 13, 838642 (2022).

24. Pehlivanoglu, D. et al. Aging in an “infodemic”: The role of analytical reasoning, affect, and news
consumption frequency on news veracity detection. Journal of Experimental Psychology: Applied
28, 468-485 (2022).

25. Duke Han, S. et al. Grey matter correlates of susceptibility to scams in community-dwelling older
adults. Brain Imaging and Behavior 10, 524-532 (2016).

26. Spreng, R. N. et al. Financial Exploitation Is Associated With Structural and Functional Brain
Differences in Healthy Older Adults. The Journals of Gerontology: Series A 72, 1365-1368
(2017).

27. Uddin, L. Q. Salience processing and insular cortical function and dysfunction. Nat Rev Neurosci
16, 55-61 (2015).

28. Setton, R. et al. Age differences in the functional architecture of the human brain. Cerebral
Cortex 33, 114-134 (2023).

29. Griffith, H. R. et al. Brain Metabolic Correlates of Decision Making in Amnestic Mild Cognitive
Impairment. Aging, Neuropsychology, and Cognition 17, 492-504 (2010).

30. Stoeckel, L. E. et al. MRI volume of the medial frontal cortex predicts financial capacity in
patients with mild Alzheimer’s disease. Brain Imaging and Behavior 7, 282—-292 (2013).



18

31. Boyle, P. A, Yu, L., Schneider, J. A., Wilson, R. S. & Bennett, D. A. Scam Awareness Related to
Incident Alzheimer Dementia and Mild Cognitive Impairment. Ann Intern Med 170, 702—709
(2019).

32. Han, S. D., Boyle, P. A, James, B. D., Yu, L. & Bennett, D. A. Mild cognitive impairment and
susceptibility to scams in old age. Journal of Alzheimer’s Disease 49, 845-851 (2016).

33. Acevedo-Molina, M. C. et al. Past and future episodic detail retrieval is reduced among clinically
normal older adults at higher genetic risk for late-onset Alzheimer’s disease. Neuropsychology 37,
194-203 (2023).

34. Flowers, S. A. & Rebeck, G. W. APOE in the normal brain. Neurobiology of Disease 136, 104724
(2020).

35. Caselli, R. J. & Reiman, E. M. Characterizing the Preclinical Stages of Alzheimer’s Disease and
the Prospect of Presymptomatic Intervention. Journal of Alzheimer’s Disease 33, S405-S416
(2013).

36. Corder, E. H. et al. Gene Dose of Apolipoprotein E Type 4 Allele and the Risk of Alzheimer’s
Disease in Late Onset Families. Science 261, 921-923 (1993).

37. Caselli, R. J. et al. Cognitive Domain Decline in Healthy Apolipoprotein E ¢4 Homozygotes
Before the Diagnosis of Mild Cognitive Impairment. Archives of Neurology 64, 1306-1311 (2007).

38. Caselli, R. J. et al. Longitudinal Growth Modeling of Cognitive Aging and the APOE e4 Effect. N
Engl J Med 361, 255-263 (2009).

39. Horn, M. M., Kennedy, K. M. & Rodrigue, K. M. Association between subjective memory
assessment and associative memory performance: Role of ad risk factors. Psychology and Aging
33, 109-118 (2018).

40. O’'Dwyer, L. et al. Reduced Hippocampal Volume in Healthy Young ApoE4 Carriers: An MRI
Study. PLOS ONE 7, e48895 (2012).

41. Bureau, U. C. Older Americans Month: May 2023. Census.gov
https://www.census.gov/newsroom/stories/older-americans-month.html.

42. Baillon, A., Bruin, J. de, Emirmahmutoglu, A., Veer, E. van de & Dijk, B. van. Informing,
simulating experience, or both: A field experiment on phishing risks. PLOS ONE 14, e0224216
(2019).

43. Lin, T. et al. Susceptibility to Spear-Phishing Emails: Effects of Internet User Demographics and
Email Content. ACM Trans. Comput.-Hum. Interact. 26, 1-28 (2019).

44, Grilli, M. D. et al. Is This Phishing? Older Age Is Associated With Greater Difficulty Discriminating
Between Safe and Malicious Emails. The Journals of Gerontology: Series B 76, 1711-1715
(2021).

45. Sarno, D. M., Harris, M. W. & Black, J. Which phish is captured in the net? Understanding
phishing susceptibility and individual differences. Applied Cognitive Psychology n/a,.



19

46. Gavett, B. E. et al. Phishing suspiciousness in older and younger adults: The role of executive
functioning. PLoS ONE 12, e0171620 (2017).

47. Heemskerk, A. et al. Interoceptive Accuracy Enhances Deception Detection with Greater Age.
(2023). 10.31234/0sf.i0/93meh

48. Oliveira, D. S. et al. Empirical analysis of weapons of influence, life domains, and demographic-
targeting in modern spam: an age-comparative perspective. Crime Sci 8, 3 (2019).

49. Hakim, Z. M. et al. The Phishing Email Suspicion Test (PEST) a lab-based task for evaluating
the cognitive mechanisms of phishing detection. Behav Res 53, 1342—-1352 (2021).

50. Koriat, A. & Goldsmith, M. Monitoring and control processes in the strategic regulation of
memory accuracy. Psychological Review 103, 490-517 (1996).

51. Tun, P. A. & Lachman, M. E. Telephone assessment of cognitive function in adulthood: the Brief
Test of Adult Cognition by Telephone. Age and Ageing 35, 629-632 (2006).

52. Unsworth, N., Heitz, R. P., Schrock, J. C. & Engle, R. W. An automated version of the operation
span task. Behavior Research Methods 37, 498-505 (2005).

53. Marioni, R. E. et al. Differential effects of the APOE e4 allele on different domains of cognitive
ability across the life-course. Eur J Hum Genet 24, 919-923 (2016).

54. Qian, J., Zhang, Y., Betensky, R. A., Hyman, B. T. & Serrano-Pozo, A. Neuropathology-
Independent Association Between APOE Genotype and Cognitive Decline Rate in the Normal
Aging-Early Alzheimer Continuum. Neurol Genet 9, e200055 (2023).

55. Sengpiel, M. & Dittberner, D. The computer literacy scale (CLS) for older adults — development
and validation. in Mensch & Computer 2008 7-16 (Oldenbourg Wissenschaftsverlag GmbH,
2008).

56. Sheng, S., Holbrook, M., Kumaraguru, P., Cranor, L. F. & Downs, J. Who falls for phish? a
demographic analysis of phishing susceptibility and effectiveness of interventions. in Proceedings
of the SIGCHI Conference on Human Factors in Computing Systems 373—-382 (Association for
Computing Machinery, 2010).

57. Gaubert, F. & Chainay, H. Decision-Making Competence in Patients with Alzheimer’s Disease: A
Review of the Literature. Neuropsychol Rev 31, 267-287 (2021).

58. Baddeley, A. Working Memory: Theories, Models, and Controversies. Annual Review of
Psychology 63, 1-29 (2012).

59. D’Esposito, M. & Postle, B. R. The Cognitive Neuroscience of Working Memory. Annual Review
of Psychology 66, 115-142 (2015).

60. Miyake, A. et al. The Unity and Diversity of Executive Functions and Their Contributions to
Complex “Frontal Lobe” Tasks: A Latent Variable Analysis. Cognitive Psychology 41, 49-100
(2000).



20

61. Kane, M. J., Conway, A. R. A., Miura, T. K. & Colflesh, G. J. H. Working memory, attention
control, and the n-back task: A question of construct validity. Journal of Experimental Psychology:
Learning, Memory, and Cognition 33, 615-622 (2007).

62. Belleville, S., Chertkow, H. & Gauthier, S. Working memory and control of attention in persons
with Alzheimer’s disease and mild cognitive impairment. Neuropsychology 21, 458—-469 (2007).

63. Clark, L. R. et al. Yes/No Versus Forced-Choice Recognition Memory in Mild Cognitive
Impairment and Alzheimer’s Disease: Patterns of Impairment and Associations with Dementia
Severity. The Clinical Neuropsychologist 26, 1201-1216 (2012).

64. Karbach, J. & Verhaeghen, P. Making Working Memory Work: A Meta-Analysis of Executive-
Control and Working Memory Training in Older Adults. Psychol Sci 25, 2027-2037 (2014).

65. Lichtenberg, P. A., Sugarman, M. A., Paulson, D., Ficker, L. J. & Rahman-Filipiak, A.
Psychological and Functional Vulnerability Predicts Fraud Cases in Older Adults: Results of a
Longitudinal Study. Clin Gerontol 39, 48-63 (2016).

66. Wen, J., Yang, H., Zhang, Q. & Shao, J. Understanding the mechanisms underlying the effects
of loneliness on vulnerability to fraud among older adults. Journal of Elder Abuse & Neglect 34, 1-
19 (2022).

67. ten Brinke, L., Lee, J. J. & Carney, D. R. Different physiological reactions when observing lies
versus truths: Initial evidence and an intervention to enhance accuracy. Journal of Personality and
Social Psychology 117, 560 (20190314).

68. Rana, M. et al. Real-Time fMRI in Neuroscience Research and Its Use in Studying the Aging
Brain. Frontiers in Aging Neuroscience 8, (2016).

69. Brandt, J., Spencer, M. & Folstein, M. The telephone interview for cognitive status.
Neuropsychiatry Neuropsychol Behav Neurol 1, 111-117 (1988).

70. Cialdini, R. B. Influence: The psychology of persuasion. vol. 55 (Harper Collins, 2007).

71. Peirce, J. et al. PsychoPy2: Experiments in behavior made easy. Behav Res 51, 195-203
(2019).

72. Turner, M. L. & Engle, R. W. Is working memory capacity task dependent? Journal of Memory
and Language 28, 127-154 (1989).



21

Acknowledgements

This work was supported by the Department of Psychology, College of Liberal Arts and Science,
University of Florida, the National Institute on Aging of the National Institutes of Health grants
1R01AG057764 and RO1AG072658, and the Florida Department of Health Ed and Ethel Moore
Alzheimer’s Disease Research Program grant 22A10. The content is solely the responsibility of the
authors and does not necessarily represent the official views of the National Institutes of Health.

Author Contributions

NCE, DP, MG, RW, MH, ZH, and RNS designed the study. AH, ZH, and AS collected the data. DP,
NCE, and MG developed the formal analytical strategy. DP, AS, AH, and JZ processed behavioral
data. MH and MM genotyped blood samples. DP conducted analyses and reported the findings. DP,
AS, AH, ZH, NCE, MM, and MH wrote the Methods. DP, AS, and NCE wrote the introduction. DP,
AS, and NCE wrote the discussion. All authors contributed to manuscript conceptualization and
editing and approved the final manuscript.

Competing Interests
The authors have no competing interests.



Supplementary Material

SCREENING SESSION
\

e.g., Informed Consent, Demographics,
Health Screener, TICS

30-DAY AT-HOME PORTION
¥
Online Questionnaires PHishing Internet Task (PHIT) |
3 questionnaire packages (e.g., computer Real-life phishing task, 2 emails
literacy measure); each every 10 days each day
J

FOLLOW-UP IN-LAB SESSION
¥

f N
Short Phishing Email Suspicion ] [Cognitive Functioning Assessmente} [ Blood sampling for APOE

Test (S-PEST) e.g., OSPAN, BTACT, QAP Genotyping

\ .

Figure S1. Overview of larger project with measures relevant to this study highlighted. TICS =
Telephone Interview for Cognitive Status; OSPAN = Operation Span; BTACT = Brief Test of Adult
Cognition by Telephone; QAP = Quantity-Accuracy Profile.



